Data Center Inf rastructure
and Security Overview
Data protection is a priority now more than ever before, and Innovative Discovery
takes it very seriously. Specif ically designed to ensure high availability and data
preservation, ID’s data processing and hosting inf rastructure resides in an
SSAE 18 SOC 2 TYPE 2 certif ied data center. The facility, operated by RagingWire,
is tailored to meet the rigorous security requirements of Federal government,
government contractors, and corporate enterprises. The facility is a hardened
building with no public access, multi-factor identif ication and multi-level
security zones, and digital pan-tilt-zoom cameras that monitor all data center
secure areas, parking lots and entrances. In addition to 24/7/365 on-site security
personnel, the data center has mantraps and secure doors to prevent tailgating
and data floor access. The readily scalable inf rastructure and extensive security
features were designed with client data security in mind.
POWER
The RagingWire data center offers 14.4 megawatts
of critical IT load and 29 megawatts of backup
generator power. The inf rastructure management
system has been recognized as one of the
industry’s leading systems assuring effective
capacity management and energy eff iciency
throughout the facility.

NETWORK
Multiple Tier 1 carrier options serve our facility
with diverse, redundant f iber entrances to
the data center. As a carrier-neutral data
center, interconnection between various
telecommunication carriers establishes flexibility
and increased connectivity with the ability to
switch providers at any time without physically
moving the server to a different location.

COMPLIANCE & CERTICATION
In addition to SSAE 18 SOC 2 TYPE 2 certif ication,
ID’s data center adheres to the industry’s most
highly regarded data integrity, security, and
protection standards. These standards, specif ically
FISMA and HIPAA, address the vital protection of
sensitive and private client data entrusted to ID.
ID is also committed to complying with regulatory
requirements set forth by the International Traff ic
in Arms Regulations (ITAR).
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