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SPOTLIGHT: Will 2021 be the year that we f inally get
a federal consumer privacy law ?
On March 10, Suzan DelBene (D-WA-01) introduced the
Information Transparency and Personal Data Control Act which
creates a national data privacy standard to protect personal
information. The bill develops a digital privacy f ramework to
complement global standards and combat anti-consumer practices.
“Data privacy is a 21st Century issue of civil rights, civil liberties,
and human rights; and the US has no policy to protect our
most sensitive personal information f rom abuse. With states
understandably advancing their own legislation in the absence
of federal policy, Congress needs to prioritize creating a strong
national standard to protect all Americans. This bill will create
those critical protections,” said DelBene.

Highlights
•
•

•
•

•
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Creates a uniform set of consumer rights -- one set of
rules for businesses
Protects personal information relating to f inancial, health,
genetic, biometric, geolocation as well as social security
numbers and children’s information to name a few
Privacy policies must use plain English
Requires opt-in consent for the use of sensitive personal
data that may be used in ways not expected by the
consumer
Increases transparency as companies must disclose if and
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with whom their personal information will be shared and
the purpose of sharing it
Preempts conflicting state laws
Gives the Federal Trade Commission (FTC) rule making
authority and state attorneys general power to pursue
violations if the FTC chooses not to act
Requires companies to submit privacy audits every 2
years f rom a neutral third party

Many elements are similar to our current state privacy laws and
those under consideration.
Time for optimism?
Political parties seem to be nearing consensus on federal
privacy legislation and business has reasons to support it – one
key reason being last summer’s Schrems II decision regarding
transborder data flows with Europe.
According to Tom Quaadman, Executive Vice President,
US Chamber Technology Engagement Center, “It’s time
for Congress to pass a national privacy law that gives every
American the right to control their privacy, no matter where
they live, with a clear set of rules for all businesses, no matter
where they operate.” The US Chamber of Commerce also
supports its passage.
Stay tuned. This bill just may have a chance. Fingers crossed.

Privacy Tips
Privacy, security and compliance aren’t necessarily used
interchangeably, but they f requently appear together. Here’s
how they differ and affect business initiatives:
•
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Privacy – Privacy is often def ined as the right to be left
alone. In today’s digital world, data privacy focuses on
the use and governance of personal data. Businesses use
policies to ensure personal information is collected, shared
and used appropriately.
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Security – Security focuses on protecting data access and
malicious attacks. Businesses assure privacy of client data
by having security protocols in place.

•

Compliance – Compliance is a systematic approach to
ensure organizations abide by regulations. Many businesses
explain compliance as a commitment to doing the right
thing.

Privacy Activity
On March 2, 2021, Governor Ralph Northam signed the Virginia
Consumer Data Protection Act (“VCDPA”) into law. Virginia is
only the second state to enact a comprehensive state privacy
law.
Check out Legal Tech’s 2021 privacy predictions.
IAPP Global Privacy Summit Online 2021 – Marquee Week April
26-30
The 5-member board for the California Privacy Protection
Agency was announced on March 17. Read the Press Release:
California Officials Announce California Privacy Protection Agency
Board Appointments | State of California - Department of Justice Office of the Attorney General
Colorado introduced data privacy bill in the State Senate on
March 19. Track its progress: Protect Personal Data Privacy |
Colorado General Assembly

Quiz: Test Your Privacy Knowledge!
Test your privacy knowledge with out quick, f ive-question
quiz. See your score immediately and compare your results
with those of your peers.

Take the quiz!
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Additional Resources and Information
Check out ID’s Privacy Compliance webpage, where you can
f ind up-to-date thought leadership and download the most
recent version of this newsletter.
Download these resources to learn more about privacy
compliance preparation. The best defense is a good offense!
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•

Data Inventory - Almost half of organizations don’t know
where their sensitive data is stored, leaving them at
high risk for data breach and exposure to privacy and
compliance violations.

•

Data Mapping - A complete and up-to-date data map is
the mainstay of your privacy program. You’ll know which
systems store personally identif iable information (PII),
visualize the flow of data across the business including
third parties, and generate compliance reports.

•

Data Subject Access Requests (DSAR) - Using the right
technology and processes, Innovative Discovery will
automate the data subject request fulf illment process
using workflows for request intake and verif ication,
detecting where personal data exists, and responding in a
secure manner.

